NHOOPMALIMOHHASA ITAMATKA
JJIA PASMEIIEHUA NTHOOPMAILIUN
HA OPNINAJIBHBIX UTHTEPHET-PECYPCAX

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKM OJHH K3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO>KHO0T€I>1, HHTCPHECT HCCCT U HpO6JI€MI>I.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KomMmnbioTepable BUPYChI

Cetu WI-FI

CoumnajnbHble ceTH

DJIEKTPOHHBbIE JCHbI'H

DJIEKTPOHHAS MOYTA

Kn0epOynimHr wiim BUPTyaibHOE U3/1€BaTEJIbCTBO
MooOuiabHbIi TesaedoH

Online urpsbi

@OUIIMHT WM KPaa JUYHBIX JAHHBIX
u¢posasi penyrauus

ABTOpPCKOE IPaBo

O noprase CereBUYOK.pd

KoMmnbroTepHblie BUPYChI

KoMmmeioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMITBIOTEPHBIX MPOTPamMM,
OTJIMYUTENBHOU 0COOEHHOCTBhIO KOTOPOMU SIBJSIETCSA CLIOCOOHOCTh K Pa3MHOKEHHIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WUJIM MOJTHOCTHIO YHUUYTOKUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apakeHHas MpOorpaMMa, a TaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OTEpaIlMOHHYIO CUCTEMY CO BceMH (aiizamu B 1ejoM. B OONBLIIMHCTBE Cily4yaeB
pacnpoCTpPaHSIOTCs BUPYChI Uepe3 UHTEPHET.

MGTO)II::I 3al0UThI OT BpCAOHOCHLBIX IIPOrpaMm:

1. Ucnonb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrossHHOo ycTaHaBnuBaié mnadyTH (UU(POBBIE 3aIIaTKU, KOTOPHIE
aBTOMATUYECKH YCTAaHABJIMBAIOTCS C LEJbI0 JOPAaOOTKH MPOTpamMMbl) U JIpyrue
OOHOBJICHUSI CBOCW omepanmoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opunmansHOoro  caiita paspabotunka OC. Ecaum cymectByeT — pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Pabotait Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIUHCTBY BPEJOHOCHBIX MPOrPaMM
WHCTAJUIMPOBATHCS HA TBOEM NIEPCOHATLHOM KOMITBIOTEPE;



4. Hcnonp3yih aHTUBHPYCHBIE IPOTPAMMHBIE HIPOIYKTHl  HM3BECTHBIX
IIPOU3BOJUTEINEH, C aBBTOMAaTUUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub HpU3NUECKHA JOCTYM K KOMIBIOTEPY JIJIsl TOCTOPOHHMX JIULL;

6. Mcnonp3yil BHEIIHWE HOCUTEIN HH(POpPMAIMH, TaKhe Kak (ielmika, JTUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIIbIOTEpHBIC (aillibl, TOJYyYEHHBIE U3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxxe Te (pailsibl, KOTOpbIE MpHUCIanl TBOM 3HAKOMBIH. JIydiie yrouHu
y HETO0, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 5T0 He Buj miepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH]I,
mapka. Eme B 1991 rony HupepnaHiackas KOMIIAHUS 3aperucTpupoBaiia OpeH[
"WECA", uto o6o3Havyasio cioBocouetanue "Wireless Fidelity", xoTopsiii
NepeBOAMUTCS Kak "OecpoBOAHAS TOYHOCTD'.

Jlo Haiiero BpeMeHHM Jolia apyras ab0peBuarypa, KOTopas sBISETCS TaKoi
e TexHosorue. Ito abbOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JaHO C
HAaMEKOM Ha CTaHAapT Bbicuiedl 3BykoBoM TexHuku Hi-Fi, uto B mepeBone
O3Ha4yaeT '"BBICOKAsi TOYHOCTH'.

Jla, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX M adpornopTax SBISETCS
OTJINYHOM BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOrHe sKcnepThl CUMTAIOT,
yt0 obmenoctynubie Wi-Fi cetn He sSBIIsIIOTCS 0€30MaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PA0OTHI B 00IIEIO0CTYMHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOrO JaHUHYIO HHpOpMAIHIO Yepe3 obieaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOJWTH MAPOJIH JTOCTYIIA, IOTHHBI H KaKUe-
TO HOMEDPA;

2. Ucnonb3yit u OOHOBIISIM aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pynkiuio "O06mmii noctym K daiinam
u npuHTepam". [laHHas (yHKIMS 3aKphiTa MO yYMOJTYAHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIOJIb30BaHUs B padoTe WK yueoe;

4. He wucrnonp3yit nyOnmmunbii WI-FI ans mepemaum JMUYHBIX JTaHHBIX,
HanpuMmep JUIsl BIXOJA B COLIMATIBHBIE CETH WJIM B DJIEKTPOHHYIO MTOYTY;

5. Wcnonb3yil Tonbko 3amuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunbHOM Tenedone otkiroun QyHkimoo "Tloakmouenue k Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.



ConnajbHble CeTH

ConmasnbHbIe CETH aKTUBHO BXOJAT B HAIly KH3Hb, MHOTHUE JIOJM paboTaIOT U
KHUBYT TaM IOCTOSHHO, a B Facebook yxxe 3apeructpupoBaH MHJUIHApI YENOBEK,
4TO SABJISICTCSI OJTHOW CEebMOM BCEX JKUTENIEH IIaHeThl. MHOTHE MOJIb30BaTeNN HE
NOHUMAIOT, YTO MHGOpMalHUs, Pa3MEIICHHAs UMHU B COLMAIBHBIX CETAX, MOXET
ObITh HaliieHa M HUCMOJb30BaHA K€M YTOAHO, B TOM 4HCJIE HE 00s3aTEIbHO C
OJIaruMu HaMEPEHUSIMU.

OcHoBHEBIE COBETHI 10 0€30IaCHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpanuyb ciucok Jpy3ei. Y 1e0st B Apy3bsAX HE JOJDKHO OBITh CIIy4alHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii cBoo YacTHyIo *u3Hb. He yka3wiBait maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHUS U JPYTyl0 JUYHYI0 HH(OpManuio. 3I0yMBIILICHHUKA
MOTYT HCIOJIb30BaTh JaXe€ HHQPOPMAIMI0O O TOM, KaK Thl U TBOM POJUTENU
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. Bamuimiail CBOIO penyTaiuio - Iep>Ku €€ B YUUCTOTE U 3a/1aBail cebe BOmpoc:
X0Teq OBl Thl, YTOOBI APYrMe TOJIL30BATENIM BHJIEIU, YTO Thl 3arpyxaeuib?
[Togymaii, mpexie 4UeM 4TO-TO OMyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecii TBI TOBOPHILB C JKOJAbMHU, KOTOPBIX HE 3HACllb, HE HUCIIOJIB3YH CBOE
peanbHOE UM U JIPYTyI0 JUYHYIO MH(pOpMALUU: UMs, MECTO >KUTEIbCTBA, MECTO
y4eObl U poyee;

5. U306erait pasmemienust gororpaduit B UnTepHete, rae Thl M300paXkeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTh TBOE MECTOTIOIOKCHHE;

6. Ilpu perucrpaniuu B COIMAIBLHOH CETH HEOOXOJMMO HCIOJIB30BATh

CJIOKHBIC HapOJII/I, COCTOAIIMC U3 6yKB %1 I_[I/I(l)p U C KOJIMYECTBOM 3HAKOB HC MCHCC
8;

7. Hdns couMalbHOW CETH, TOYTHI W JPYTUX CaTOB HEOOXOIUMO
MCIIOJIb30BaTh pa3Hble nmapoyiu. Toraa eciu Teds1 B3J1OMAIOT, TO 3T0YMBIIIEHHUKU
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.



JJIeKTPOHHbIE IEHbI'H

DJIeKTPOHHBIC JIEHBIU - 3TO OYCHb YIOOHBIM Crmoco0 TIaTexed, OJHAKO
CYIIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3TH JICHBIH.

3J’ICKTpOHHI)Ie ACHBI'H IIOABHJIMCH COBCEM HCJABHO M MMCHHO H3-3a 3TOI'O BO
MHOT'HX T'OCyIapCTBax J0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun ke oHM (hYHKIIMOHUPYIOT M O HUX YK€ MPOTMCAHO B 3aKOHE, T/Ie MX
paszensaioT Ha HECKOJIbKO BHJOB - aHOHHMHBIC M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHHUMHBIC - 3TO T€, B KOTOPBIX pa3peliacTcs MPOBOAUTH OIepanun 0e3
UACHTU(GUKAIINY TT0JIb30BATEIIsI, @ B HCAHOHMMHBIX WJICHTU(UKAIUS IT0Ih30BaTEIIs
SBJISIETCS 00S3aTEILHOM.

Taxxke criemyer pas3nuyaTh dJIEKTPOHHBIE (UATHBIE JI€HBIHM  (PaBHBI
rOCyJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIC He(dUATHBIC ACHBIM (HE PaBHBI
rOCyJIapCTBEHHBIM BaJlOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PabOTE C NEKTPOHHBIMU JICHbraMU:

1. ITpuBsixku K cyeTy MOOUIBHBIN TenedoH. ITO caMblil YAOOHBIN U OBICTPBIT
Croco0 BOCCTaHOBUTH JOCTYN K cuery. llpuBsizanHblii TeaedOH MOMONKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. HUcnonb3yil omHopa3oBble mnaponu. llocie mnepexona Ha YCHICHHYIO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WM IepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. Boibepu cnoxubiii mapoinb. lIpectymuukam Oyner HE MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHbie maponu - 3To napoiu, KOTOPbIE COAEpKaT HE MEHEe
8 3HAKOB M BKIIOYAIOT B CE€OSl CTPOUYHbIE WU NPOIMHUCHBIE OYKBBI, LUPPHI H
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HAK J0JU1apa, (PyHTa, BOCKIMIATENIbHBIN 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.



DJIeKTPOHHASA MOYTA

DNeKTpOHHAsl MOYTa - 3TO TEXHOJIOTHS M MPEIOCTaBIsiEMbIe €10 YCIYyTH T10
MEPECHUIKE U MOTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITbIOTEPHON ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SAIIUK  BBITJISAJIUAT
CJIeIyIOIUM 00pa3oM: UMsI_TOJIb30BaTeNsI(@WUMs_JIoMeHa. Takxke KpoMme nepenadu
IIPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpe1aBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM PadOTE C IIEKTPOHHOU MOYTOM:

1. Hamo BwIOpaTh NpaBUJIbHBIA TOYTOBBIA CEpBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIe IOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBaii B TU4HOMN MoyTe JUyHYy0 uHdopmaruio. Hapumep, mydie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYX3TalHYK0 aBTOPU3ALMIO. JTO KOTJa MOMHUMO MapoJs
HY>KHO BBOJUTH KO/I, TpUChIIaeMbIi 10 SMS;

4. BoiOepu cnokHbIN maposib. sl KakI0TO TOYTOBOTO SIIIUKA JTIOJDKEH OBITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Ecim ectb BO3MOXKHOCTH HAIlUCaThb CaMOMYy CBOW JIMYHBIA BOIMPOC,
VCIIOJIB3YH 3TY BO3MOXHOCTB;

6. HMcrnonp3yll HECKOJIBKO TMOYTOBBIX sIIUMKOB. IlepBbIi 111 4acTHOM
MEePEeNUCKU C aJpecaTaMu, KOTOPbIM Thl JOBEpsiClb. ITO AJICKTPOHHBIA aApec He
HAJI0 UCIOJI30BaTh MPU PETUCTPALIUU HA PopyMax U CcalTax;

7. He oTkpwiBail (ailibl U Apyrue BIOXKEHHUS B MUChMax, JaKe €CIM OHU
MNPUIUTM OT TBOUX Jpy3el. Jlyuine yTouHM y HHMX, OTIPABJISIM JIU OHU TeOe ITU
(aiinbl;

8. ITlocime oxoHuaHuss pabOTHI HAa TOYTOBOM CEPBHUCE IIepe]] 3aKpBITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxaTh Ha "BoiidTu".



KubepOyajmHr uiam BUPTyaJbHOE U3/1€BATEJILCTBO

KubepOymmar - npecie0BaHue COOOIIIECHUSAMU, CoJIep KaIlIUMHU
OCKOpPOJICHMS, arpeccuio, 3alyruBaHue; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 60pHOE ¢ KHOSPOYTITMHTOM:

1. He Gpocaiicst B 60#. Jlyummii crmoco6: mocoBETOBATHCA Kak ce0si BECTH H,
€ClIi HEeT TOro, K KOMY MOXKHO OOpaTHThCS, TO BHaJalleé YCIOKOUTHCA. Eciu ThI
HAYHEIIh OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
pa3oXxoKenTb KOH(PIUKT;

2. Yupapisi cBoet kubeppemyTaiuei;

3. AHOHMMHOCTh B ceTd MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIWUTaHCKUWA 00pa3 BHPTyaJbHOW >XU3HU. HTEpHET
¢ukcupyeT Bce TBOM JEUCTBUS M COXpaHAET MX. YAAIUTh UX OyJeT KpaiiHe
3aTPYAHHUTEIIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupyit enauHW4HBIM HeratuB. OIHOPA30BBIE OCKOPOUTEILHBIE
COOOIICHHsT JIy4lle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIECHUH C
ONpEICJICHHBIX aJPECOB;

8. Ecnu Th1 cBuperens kubepOynunra. TBou HEMCTBUS: BBICTYNHUTH MPOTUB
IpeciieioBaTess, IMOKa3aTb €My, 4YTO €ro JACHMCTBUS OLICHUMBAIOTCS HETATUBHO,
MOAJCPKATh KEPTBY, KOTOPOH HY)KHA TICHUXOJIOTHYECKash MOMOIb, COOOUIUTH
B3pPOCJBIM O (JaKTE€ arpeCCUBHOIO MOBEJACHUS B CETH.



MooOuiabHbIi TesaedoH

CoBpemeHnHble cMapTHOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJHE B3POCIbII
GyHKIIMOHAT, W Temepb OHM MOTYT KOHKYPHPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamMu. OTHAKO, CPEICTB 3aIUThI IS MOJJOOHBIX YCTPONCTB MOKa OYEHb
Masio. TecTWpoBaHHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJAUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TIPHUIIOKCHHM.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl yKe MPAKTUUECKH JIOTHAJIA HACTOJIbHbBIC
aHaJIOTH, OJHAKO pacuIMpeHue (QyHKIHOHANIAa BIEYET 3a COo00W OONbBIIyIO
CJIO’KHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

I[EU'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJI€HHH, 3daKPbIBAIOIIUC
KPUTHUYICCKUC YA3BUMOCTHU IAJISI CBOUX yCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e3011aCHOCTH MOOMJIBHOTO TGJ'IC(i)OHaI

Hudyero He sBisieTcss mo-HacTosieMy OecruiaTHbIM. Byap ocTopokeH, Beab
Korja tebe mpenararoT OecrjaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KakHe-
TO IUIATHBIE YCIIYTH;

Hywmaii, npexae yem oTnpaBuTh SMS, ¢doto unu Buaeo. Thl TOUHO 3HACIIID,
r7e OHU OyJIyT B KOHEUHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CUCTEMY TBOET0 cMapThOHa;
Hcnions3yit aHTUBUPYCHBIE TTPOTPAMMBI JIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii mpuiaoXeHHs OT HEHW3BECTHOIO HMCTOYHHKA, BEAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00CCIICUCHUE;

[Tocne Toro xak Thl BBIAJEHIL C CaldTa, r€ BBOAWI JIMYHYIO HMH(OpPMAIUIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[Teprioaudeckn TpoBepsiii, KaKKe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMeEpE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TenedoHa TOJBKO JIOJSAM, KOTOPBIX Tbl
3HaeIb U KOMY JOBEpPSEIIb;

Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE mMoJib3yemibcs. He
3a0bIBail KHOT 1A MIPOBEPATH ITO.



Online urpsi

COBpCMCHHBIG OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBaTbIBAIOIIUC
Pa3BJICUYCHUA, O6’I)€I[I/IH5{IOHII/I€ COTHH TbICAY YCJIOBCK IIO BCEMY MHUDPY. HFpOKI/I
HCCIICAYIOT ,ZIaHHBIfI UM MHUD, O6HlaIOTC$I Apyr ¢ APYIrOM, BBIIIOJHAKOT 3aJdaHUA,
CpakaroTCca € MOHCTpaMHU H IIOJYYarOT OIIBbIT. 3a YOAOBOJILCTBUC OHH ILJIATAT:
IMMOKYIIatOT JHUCK, OIINIAYMBAIOT a0OHEMEHT WU npn06peTa10T KaKHuC-TO OIIIIHH.

Bce aTu cpeacTsa uayT Ha noaaep:KaHUE U pa3BUTHUE UIPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIlUH, BBIITYCKAIOTCS HOBBIE
naT4yu (uQpoBbIe 3aIJIaTKA TSI POTPAaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mog00HBIX UTpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kd TBOETO IMapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 dKKAayHTa:

1. Ecniu npyroit urpok BeneT cels MIOXO0 WM co3/1aeT TeOe HEMpUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. HOX(aJIYﬁCH AIMHUHHUCTPATOPAM HUI'PBI HAa INIOXOC ITOBCACHHUC 3TOI'O UI'POKA,
JKCJIATCIIbHO IMMPHUIIOKUTb KaKUC-TO J0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yka3biBaiil muunyo nHbopmaIiuio B mpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcniosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. axe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Tl urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.



OUITHHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHOM KpaXkel JeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBHIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKA TEPEMECTHUINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JEIOM.

Tax mosiBUnIacr HOBas yrpos3a: HWHTEPHET-MOIICHHUYECTBA WM (DUIIMHT,
rJaBHas IeJb KOTOPOTO COCTOMT B TIONYYEHHUH KOH(HICHIMAIBHBIX JaHHBIX
HoJIb30BaTesel - JOruHOB U naposeid. Ha anrnmiickom si3pike phishing unrtaercs
kak gumuHr (ot fishing - peiOHas 0B, password - mapoib).

OcHoBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Creqn 3a CBOMM aKKayHTOM. EcIi ThI TIOJI03peBaciib, YTO TBOS aHKETA
Obuta  B3JIOMaHa, TO HEOOXoauMO  3a0JOKHpOBaTH €€ W COOONTUTH
aJIMUHICTpATOpaM pecypca 00 ITOM KaKk MOXKHO CKOpee;

2. I/ICHOHBSYﬁ Oe30macHbIe Be6-CaﬁTBI, B TOM 4YHCJIC, HHTCPHCT-MAalra3nHOB H
ITIOUCKOBBIX CUCTCM,

3. Ucnonp3yil crnoxkHble W pa3Hble Mapoiu. TakuM oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciu Tebs B3OManM, TO HEOOXOAMMO NPEIYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J100aBieHbl y T€OS B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU W,
BO3MOYKHO, OT TBOETO UMEHH OYJET pacchlIaThCs ClIaM M CChUIKU Ha (PUITMHTOBbBIE
CaMThI;

5. YcranoBu HaaexHbid napoias (PIN) Ha MoOWIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUe MapoJisi B Opaysepe;

7. He oTkpwiBail (ailibl U Apyrue BIOKEHHUS B MUChMAax, JaKe €CIM OHU
NPUIUTM OT TBOUX Jpy3eu. Jlyuine yTouHM y HHMX, OTIPABISUIM JIM OHU T€OE ATH
(baibl.



Mudposas penyramus

[udposas penyrainus - 3T0 HEraTUBHAs WIKM MO3UTUBHAS UH(DOpMAIUs B CETU
o tede. Kommpomerupyromas nHpopMalus, pa3MeIlleHHas B UHTEPHETE, MOKET
CEpbE3HBIM 00pa30oM OTpa3UThCS Ha TBOeH peanbHOM xu3HU. "Lludposas
penytarus" - 3T0 TBOW UMUK, KOTOPBIA GopMupyercs u3 uHdopmainuu o tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa 1 pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K MyOJIMKalMM JIMYHOM
uH(popmanuu B MHTEpHETE, HE MOHKMMAsI BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeENTb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pazMenieHHas S5 JeT Ha3ajl, craja
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pasmenieHue tBoux ¢ororpaduil U Apyrue AEUCTBUS MOTYT
HE MCYE3HYTh JaXK€ IIOCJE TOro, KaKk Thl WX YyJIaluIilb. [bl HE 3HACHIb, KTO
COXpaHWw1 »3Ty WH(POpPMAIMIO, IoMajga JU OHAa B IIOMCKOBBIE CHCTEMBI U
COXpaHMJIAach JU OHA, a TJABHOE: YTO IOAYMAOT O TeO€ OKpY’KaIoLUe JIIOIH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTh MHOpMaLMI0O MHOTO JIET CILyCTS CMOYKET
00011 - KaKk U3 100pbIX NOOYKIECHHI, TAK U C HAMEPEHUEM MPUYUHUTD Bpel. ITO
MOJKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI IO 3aIIUTE LUPPOBOM pemyTalUu:

1. [Togymaii, mpexxae yeM 4To-To MyOJMKOBATh U MepeaBath y ceds B Onore
WJIN B COIMAJILHOM CETH,

2. B nactpoiikax npo¢uisi yCTaHOBM OIpaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero TOJAbKO "1 Apy3eit”;

3. He pa3meniail u He ykasblBail HHQOpMALMIO, KOTOPAsi MOXKET KOTO-I1M00
OCKOPOJISITh WJIH OOMXKATh.



ABTOpPCKOE IPaBo

CoBpeMeHHbIE  NIKOJBHUKH - AaKTUBHBIE TI0JIb30BaTeNd  LU(PPOBOTO
npoctpaHcTBa. OJHAKO JajdeKko HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTHUMU
BO3MOXHOCTSIMU  LM(ppoBOro  mMupa  TpeOyeT  coOMIOAeHHMs  TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEUIEKTyaldbHash COOCTBEHHOCTH' OTHOCHTCA K pa3IMYHBIM
TBOPEHHSIM 4EJOBEYECKOI'0 yMa, HauyMHas C HOBBIX HM300pETEHHH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHl M YCIYTH, U 3aKaHUYMBas KHUTAMH,
dororpadusiMu, KHHOPUIbEMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE MPaBa BBHICTYIIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYaJIbHBII/TBOPYECKHUIN TPyl aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysnbTaTax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIHPOM3BOJHUTH €0  NPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJIUYHO JEMOHCTPUPOBATH, IMPOJAABaTh, HMIIOPTUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHATH, MOKA3bIBATh/UCHOIHATE B 3QUpE WU
pasmewats B MHTepHeTe.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 0OECIEYeHHs] MOKET MPUBECTH
K MHOTMM pUCKaM: OT IOTE€PH JIaHHBIX K TBOUM aKKayHTaM 10 OJOKHUPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIIEHA HeleraiapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE MU O€cIUIaTHbIE MPOTpaMMbl, KOTOpPbIE
MOYKHO HalTHU B CETH.

O nopraJue

CeteBUUOK.p( - TBOM I'JIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTU B CETU TMOHSATHBIM U JIOCTYMHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTUE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBHIM IpakIaHUHOM !



